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Abstract of the contribution: resubmit from S2#128-bis/S2-188081 with additional clarifications. This paper tries to capture the information to be stored in UDM for non-3GPP devices accessing the 5GC via FN-CRG/5G-CRG and W-5GCAN without 3GPP credentials.
1. Introduction
This paper tries to illustrate the solution to provide identities w.r.t UE without 3GPP credential and W-5GCAN for accessing to 5GC.

	This proposal is based on “additional EAP methods for primary authentication” mechanism as specified in TS 33.501 (Annex B) for registering UE to 5GC using method other than EAP-AKA as copied below:
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Figure B.2.1.1-1: Using EAP-TLS Authentication Procedures over 5G Networks for initial authentication

-
The UE takes the role of the peer. 

-
The SEAF takes the role of pass-through authenticator. 

-
The AUSF takes the role of the backend authentication server.

In 23.502, the Figure 4.2.2.2.2-1: Registration procedure, Registration from UE to AMF is defined as:

3.
(R)AN to new AMF: N2 message (N2 parameters, Registration Request (as described in step 1) and UE Policy Container.
…

21.
New AMF to UE: Registration Accept (5G-GUTI, Registration Area, Mobility restrictions, PDU Session status, Allowed NSSAI, [Mapping Of Allowed NSSAI], [Configured NSSAI for the Serving PLMN], [Mapping Of Configured NSSAI], Periodic Registration Update timer, LADN Information and accepted MICO mode, IMS Voice over PS session supported Indication, Emergency Service Support indicator, Accepted DRX parameters, Network support of Interworking without N26, Network Slicing Subscription Change Indication). The Allowed NSSAI for the Access Type for the UE is included in the N2 message carrying the Registration Accept message.



* * * Start of Changes  - all new Texts* * * 

7.x
Solution #xx: Overall Solutions for accessing 5GC via W-5GCAN for non 3GPP devices.
7.x.1
General

Device such as laptop can access the network/internet via FN-CRG/5G-CRG and W-5GCAN without 3GPP credentials. In order for such devices to access the 5GC, it is proposed to reuse the EAP framework for this purpose. This is similar to the “additional EAP methods for primary authentication” mechanism as specified in TS 33.501 (Annex B) for registering UE to 5GC using method other than EAP-AKA. These additional EAP methods can be EAP-TLS messages (see RFC 5216) or EAP-TTLS (RFC 5281).

7.x.2
Overall procedure

The follow figure shows how such method can be applied for FN-CRG (or 5G-CRG)/W-5GCAN.
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Figure 7.x.2-1: 5GC Registration via W-5GCAN without 3gpp credential
1. A layer-2 connection is established between the UE and the W-5GCAN. EAP based authentication method is triggered.

2. UE sends its identity as anonymous@realm. 

3. W-5GCAN selects an AMF based on the local policy and formulate a N2 message to that AMF similar to (R)AN to new AMF: N2 message (N2 parameters, Registration Request). W-5GCAN creates the N1 within this N2 message which includes the serving W-5GCAN ID and user identity “anonymous@realm”.
Step 4 to 7 is executed similar to the “additional EAP methods for primary authentication” mechanism as specified in TS 33.501 (Annex B) for registering UE to 5GC using method other than EAP-AKA. The exact details will be defined by SA3.
4. 
AMF authenticates the UE by invoking an AUSF. AUSF selection can be based on the realm part of the NAI – “anonymous@realm”.
5. 
SEAF (as described in TS 33.501) is acting as pass-through authenticator as described in RFC 3748, for the appropriate EAP method (TLS or TTLS) between the device and AUSF. As part of this procedure, the real UE identity is discovered – username@realm. This is the SUPI.

6.
AUSF/AAA returns a success indication along with the SUPI and SEAF key as master key.

7.
EAP success indication is sent to UE via W-5GCAN.
8.
AMF stores the SUPI, PEI, and W-5GCAN ID association to the UDM.
NOTE: W-5GCAN ID will be specified by CableLab.

9. 
AMF returns N2 message carrying the Registration Accept message to W-5GCAN.
. 
7.x.3
Storage information in UDM

SUPI: user_identity (e.g., john.doe@cable-x.net)

· Serving W-5GCAN-ID#1
· PEI#1 (Equipment Identifier from the first device), PEI#2 (Equipment Identifier from the second devices), …
· Serving W-5GCAN-ID#2 (e.g., the same SUPI is used in multiple geographic areas)

· PEI#3 (Equipment Identifier from the third device), PEI#4 (Equipment Identifier from the forth devices), …
NOTE: The format of this PEI is outside the scope of 3GPP.
* * * End of Changes * * * 
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